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Abstract  

This study examined publicly disclosed Common Vulnerabilities and Exposures (CVE) records for Moodle, 

Chamilo, Canvas LMS, Open edX, and Sakai to assess their value for higher education security governance. 

A non-intrusive secondary-data audit analyzed 236 CVEs from 2018 to 3 June 2026 using platform, National 

Vulnerability Database (NVD) Published Date year, revised CVSS severity categories, and OWASP Top 

10:2021 classifications. Six zero-score records were separated from low severity. A sensitivity analysis 

compared the full corpus with 211 NVD API-verified records. A blinded independent IT-faculty coder recoded 

24 records; severity agreement was 100.0% (Cohen's kappa = 1.000), and OWASP agreement was 91.7% 

(Cohen's kappa = 0.814). Moodle and Chamilo represented 91.5% of the corpus, a disclosure-weighted pattern 

rather than a product ranking. A03 Injection (54.2%) and A01 Broken Access Control (31.4%) dominated. 

Among records with numeric CVSS scores, including six zero-score records, high/critical proportions were 

45.3% (67/148) in the full corpus and 44.9% (66/147) in the NVD-verified subset. Canvas and Sakai findings 

were interpreted cautiously because of small denominators. Public CVE evidence is affected by disclosure 

asymmetry, incomplete CVSS metadata, NVD non-returned records, and deployment differences. Because 

identifiable CVSS version/vector metadata were not preserved, severity comparisons are descriptive rather 

than version-normalized. The audit offers a reproducible governance framework linking vulnerability patterns 

to patching, authorization review, content-ingestion controls, plugin governance, and supplier accountability 

without treating raw CVE counts as inherent security rankings. 
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1. Introduction  

Learning management systems (LMS) support authentication, course enrollment, 

messaging, content distribution, file exchange, assessment, grading, and external integrations. 

Their centrality to teaching and administration means that a security failure can disrupt 

instruction while also exposing credentials, personal information, intellectual property, and 

institutional services. Continued reliance on hybrid and online provision has therefore made 

LMS security a governance issue rather than only a software-testing concern (Abdelkader et 

al., 2025; Apte & Sharma, 2021; Sadiqzade & Alisoy, 2025). 

Higher education institutions face distinctive vulnerability-management constraints. 

University digital estates are heterogeneous, decentralized, and connected to identity providers, 

student information systems, research services, cloud applications, and third-party tools. 

Empirical work in the sector shows that cybersecurity response may also be weakened by 

fragmented threat-information sharing, management constraints, reputational concerns, and 

uneven coordination across institutions (Piazza et al., 2023). The 2024 EDUCAUSE Horizon 

Report likewise treats vulnerability management, data security, governance, and workforce 

capability as interdependent higher education priorities rather than isolated technical tasks 

(Robert et al., 2024). These conditions make publicly disclosed vulnerability evidence useful, 

but only when it is translated into operational decisions and interpreted with its limitations. 

Recent incident evidence shows the operational consequences of LMS compromise. In 

May 2026, the U.S. Department of Education reported a cybersecurity incident affecting 

Canvas environments used by K-12 schools and institutions of higher education worldwide, 

involving unauthorized access to usernames, email addresses, course names, enrollment 

information, and messages. The Federal Bureau of Investigation separately reported that the 

attack interrupted service to educational institutions and students. These events are not treated 

as CVE-specific results in the present corpus; rather, they illustrate how LMS security failures 

can become institution-wide data-protection, service-continuity, phishing, vendor-

management, and incident-communication problems (Federal Bureau of Investigation, 2026; 

Federal Student Aid, 2026). 

Web-application weaknesses are especially relevant because LMS platforms process 

user-generated HTML, files, quizzes, messages, embedded media, authentication sessions, 

roles, and external requests. Prior studies have identified recurring risks involving injection, 

cross-site scripting (XSS), weak authentication, access-control errors, unsafe file handling, and 
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data protection (Aslan et al., 2023; Ben Fredj et al., 2020; Kasmawi et al., 2023; Mora Secaira 

et al., 2023; Nuhi et al., 2025). However, technical studies often focus on one installation, one 

product, or controlled penetration testing. Such work can identify concrete weaknesses but 

does not by itself show how publicly disclosed vulnerability classes are distributed across 

several LMS projects or how institutions should interpret unequal disclosure records. 

CVE, CVSS, and OWASP provide complementary rather than interchangeable 

information. CVE gives a traceable public identifier and advisory record; CVSS supplies a 

severity-oriented triage signal when a usable score and version are available; and OWASP 

groups technical mechanisms into recognizable web-application control domains. Combining 

the three adds value because the same CVE count can be interpreted differently after severity 

completeness and weakness category are considered. The combination also makes it possible 

to connect an advisory record to institutional action: for example, a Critical or High score can 

inform remediation priority, while an A01 or A03 classification identifies the control family 

that requires review. The frameworks do not eliminate reporting bias, but their joint use 

produces a more decision-oriented audit than raw counts alone. 

This study addresses three related gaps. First, it compares five open-source or open-

core LMS platforms rather than limiting the analysis to a single deployment. Second, it 

integrates CVE records, available CVSS severity information, and OWASP Top 10:2021 

coding in a governance-oriented audit. Third, it explicitly tests whether the main conclusions 

change when the 25 records not returned by the NVD API are excluded. The scientific 

contribution is therefore not a new vulnerability standard; it is a cross-platform, disclosure-

aware synthesis that illustrates how public vulnerability metadata can be used without 

converting it into an unsupported product league table. 

This study characterizes the distribution, timing, severity completeness, and OWASP 

categories of publicly disclosed vulnerabilities affecting Moodle, Chamilo, Canvas LMS, 

Open edX, and Sakai from 2018 to the 3 June 2026 dataset lock, and to translate the observed 

patterns into defensible higher education governance actions. Specifically, the study asked:  

1. How are CVE records distributed across platforms and NVD published date years?  

2. What severity patterns appear when scored, unscored, and zero-score records are 

distinguished?  

3. Which OWASP categories and vulnerability mechanisms dominate?  
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4. Do the principal findings remain stable in the 211-record NVD-verified sensitivity 

corpus? and  

5. What institutional actions are supported by the evidence? 

 

2. Literature Review 

2.1. LMS Cybersecurity and Institutional Vulnerability Governance 

The LMS security research spans authentication controls, vulnerability scanning, 

penetration testing, software audits, and governance. Studies of Moodle and other educational 

platforms discuss authentication controls and report web-application risks, including XSS and 

injection, in specific LMS or university-web contexts (Banes et al., 2023; Kasmawi et al., 2023; 

Nuhi et al., 2025; Rossi et al., 2023). Because these studies are deployment- and method-

specific, they do not estimate the cross-platform distribution of publicly disclosed weakness 

classes. Research on university websites and institutional LMS environments similarly reports 

recurring web-application risks, but the resulting evidence is usually local to the tested 

deployment and reflects its version, hosting model, plugins, authentication architecture, and 

configuration (Kasmawi et al., 2023; Mora Secaira et al., 2023). 

Institutional governance studies broaden the problem. Higher education cybersecurity 

depends on standards, leadership, collaboration, asset ownership, incident communication, and 

the ability to coordinate remediation across technical and academic units (Agalit et al., 2023; 

Piazza et al., 2023; Robert et al., 2024; Shabbir et al., 2025; 2026). An LMS vulnerability is 

not resolved merely because a patch exists. Institutions must know which version and 

components are deployed, who owns the service, how roles and integrations are configured, 

and how quickly remediation can be tested and applied. Public CVE evidence is therefore most 

useful when it is embedded in an accountable vulnerability-management process. 

Plugins, themes, connectors, and external tools complicate this process. They extend 

instructional functionality but also create additional code paths, maintenance dependencies, 

and disclosure channels. Moodle's own vulnerability-scanning guidance notes that plugin 

updates do not receive the same level of community scrutiny as core updates and advises 

administrators to verify whether findings concern installed plugins or core code (Moodle, 

2026). Although plugin-only CVEs were excluded from the present core-platform corpus 

unless they belonged to the maintained official distribution, the plugin ecosystem remains a 

major deployment-level risk and is treated as a governance and future-research priority. 
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2.2. Comparison With Previous LMS Security Studies 

The research gap becomes clearer when prior approaches are compared by scope, 

evidence source, and intended contribution. Table 1 shows that existing studies provide 

valuable platform-specific or multi-platform evidence, but few combine a five-platform public 

CVE corpus, severity completeness, OWASP coding, disclosure asymmetry, and an NVD-

verified sensitivity analysis. 

 

Table 1 

Comparison of selected LMS cybersecurity studies and the present audit. 

Study Scope and data 
Analytical 

approach 

Main limitation for 

the present question 

Distinct contribution of 

this study 

Apte and 

Sharma 

(2021) 

LMS cybersecurity 

concerns and 

participant roles 

Conceptual and 

practice-oriented 

synthesis 

Does not provide a 

cross-platform CVE 

distribution 

Extends the governance 

concern with record-

level cross-platform 

evidence 

Akacha and 

Awad 

(2023) 

Moodle, Chamilo, 

and ILIAS; 2018-

2022 public 

vulnerabilities 

Comparative 

vulnerability and 

stakeholder analysis 

Narrower platform 

set and time window; 

no present NVD-

verified sensitivity 

test 

Adds five platforms, 

OWASP coding, June 

2026 lock, metadata-

completeness analysis, 

and sensitivity testing 

Mora 

Secaira et al. 

(2023) 

University-level 

LMS environment 

Risk and 

vulnerability 

analysis 

Single institutional 

context limits cross-

platform inference 

Uses public records 

across projects while 

explicitly retaining 

deployment limitations 

Rossi et al. 

(2023) 

Educational 

software in an 

experimental 

setting 

Experimental 

vulnerability 

assessment 

Technical testing is 

deployment- and 

method-specific 

Complements testing 

evidence with disclosed-

vulnerability governance 

signals 

Abdelkader 

et al. (2025) 

LMS audit 

framework in one 

university 

Framework 

implementation and 

evaluation 

Institution-specific 

evidence 

Provides a reproducible 

comparative audit and 

governance mapping 

across five LMS projects 

Present 

study 

236 CVEs for 

Moodle, Chamilo, 

Canvas LMS, Open 

edX, and Sakai; 

2018 to 3 June 

2026 

CVE + available 

CVSS + OWASP 

Top 10:2021; full 

and 211-record 

sensitivity corpora 

Public disclosure 

evidence cannot 

measure all deployed 

risk 

Shows which 

conclusions are robust to 

NVD non-returned 

records and links 

findings to higher 

education controls 

without ranking products 

Source: Apte and Sharma (2021), Akacha and Awad (2023), Mora Secaira et al. (2023), Rossi et al. (2023), and 

Abdelkader et al. (2025). 
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2.3. CVE, CVSS, and OWASP as Complementary Audit Frameworks 

CVE and the NVD organize publicly disclosed vulnerability information, but the 

number of records is not a prevalence rate. CVSS provides a standardized base-score concept 

for triage, yet version changes and scoring inconsistency can affect comparison (Balsam et al., 

2024; Forum of Incident Response and Security Teams, 2023; Wunder et al., 2024). OWASP 

Top 10:2021 offers a separate interpretive layer by grouping weaknesses into control-oriented 

categories. It is particularly relevant to LMS platforms because content input, file handling, 

authorization, authentication, and external requests are central platform functions (Open Web 

Application Security Project, 2021). 

The frameworks are appropriate for this study because they operate at different levels. 

CVE is the unit and traceability mechanism; CVSS is a severity field used for operational 

triage; and OWASP is a weakness taxonomy used to interpret recurring control failures. The 

approach remains descriptive; it does not claim that the frameworks estimate exploit 

probability, institutional exposure, or the quality of a platform's development process. The 

outcomes depend on local versioning, exploit availability, configuration, compensating 

controls, and patch timing. 

 

2.4. Disclosure Asymmetry and Analytical Framework 

Public vulnerability evidence is shaped by researcher attention, project visibility, user 

base, self-hosted exposure, vendor reporting practices, coordinated disclosure, and database 

enrichment. A platform with more CVEs may have more weaknesses, but it may also have 

more transparent reporting and a larger research community. A platform with few records may 

be safer, less studied, more SaaS-oriented, or more likely to remediate privately. Missing 

scores and delayed NVD enrichment introduce additional asymmetry. Consequently, raw 

counts in this audit are interpreted as disclosure-weighted signals rather than normalized 

measures of inherent platform security. 

The analytical framework links each CVE record to four primary dimensions: platform, 

NVD Published Date year, revised CVSS severity category, and OWASP Top 10:2021 

category. Mechanism family provides additional details. These dimensions are then connected 

to governance actions: publication timing informs monitoring; severity and scoring 

completeness inform triage; A01 informs authorization review; A03 informs content and input 

controls; and disclosure asymmetry informs procurement and supplier-transparency 
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requirements. The framework's added value lies in making both the evidence and its 

uncertainty visible in the same audit. 

 

3. Methodology 

3.1. Research Design 

The study used a quantitative descriptive-analytical design based on secondary data. 

No live scanning, penetration testing, exploitation attempt, or interaction with production LMS 

environments was conducted. The unit of analysis was a public CVE record linked to one of 

the five selected platforms. Descriptive counts and proportions were used because the public 

corpus is not a random sample of all vulnerabilities and cannot support causal or inferential 

claims about inherent product security. 

The design was selected to support governance-oriented comparison rather than exploit 

development or platform ranking. It allows institutions to identify recurring disclosed 

weakness classes and metadata gaps while preserving a clear boundary between public 

advisory evidence and deployment-specific risk. Replication is supported through record-level 

identifiers, source URLs, search logic, CPE filters, coding rules, verification status, and 

analysis worksheets in Supplementary File S1. 

 

3.2. Corpus and Platform Selection 

The selected platforms were Moodle, Chamilo, Canvas LMS, Open edX, and Sakai. 

They were included because they are open-source or open-core LMS projects used in higher 

education, had at least one public CVE during the audit window, and had sufficient NVD, CVE 

Program, vendor, or community information for record verification. Mainly proprietary LMS 

products were not included because SaaS delivery and private disclosure practices are not 

directly comparable with an open-source CVE-based corpus. Third-party plugin-only issues 

were excluded unless the affected component belonged to the maintained core platform or 

official distribution. 

The retained master file contained 236 unique post-search records. Candidate records 

had been collected and screened before the file was locked, but the raw pre-screening search 

log was not retained. Therefore, the earliest auditable count is 236, and the study does not claim 

that zero records were excluded before dataset lock or present the process as PRISMA flow. 

During the revision-stage recheck, no duplicates or additional off-target records were identified 
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in the locked file. This distinction resolves the apparent inconsistency between earlier narrative 

exclusions and the previous table showing 236 records at every retained stage. 

 

3.3. Data Sources, Search Strategy, and Workflow 

The CVE Program and the National Vulnerability Database (NVD) were the primary 

record sources (MITRE Corporation, n.d.; National Institute of Standards and Technology 

[NIST], n.d.); platform vendor or community advisories were used to verify scope and affected 

components. GitHub Security Advisories, CVE Details, and other third-party sources were 

used only for corroboration when a record was already traceable to an authoritative identifier 

or advisory. Search used platform names, CVE identifiers, CPE filters, and vendor/community 

channels. The dataset was locked on 3 June 2026, and NVD Published Date enrichment was 

retrieved at 2026-06-03T14:36:18Z. A record was retained when its title, description, CPE, 

advisory, or reference links supported relevance to the selected platform and scope. 

 

Table 2 

Platform-specific retrieval logic and primary verification sources 

Platform Representative search/CPE logic Primary verification sources 

Moodle 
CVE ID lookups; (Moodle OR moodle/moodle) 

AND CVE; cpe:2.3:a:moodle:moodle:* 

CVE Program; NVD; Moodle 

security advisories 

Chamilo 
CVE ID lookups; (Chamilo OR Chamilo LMS) 

AND CVE; cpe:2.3:a:chamilo:chamilo_lms:* 

CVE Program; NVD; Chamilo 

announcements/community notices 

Canvas 

LMS 

CVE ID lookups; (Canvas LMS OR Instructure 

Canvas OR canvas-lms) AND CVE; 

cpe:2.3:a:instructure:canvas_lms:* 

CVE Program; NVD; 

Instructure/Canvas advisories 

Open edX 

CVE ID lookups; (Open edX OR edx-platform OR 

openedx) AND CVE; openedx/edx-platform CPE 

and keyword variants 

CVE Program; NVD; Open edX 

security notices/mailing lists 

Sakai 
CVE ID lookups; (Sakai LMS OR Apereo Sakai OR 

sakai) AND CVE; cpe:2.3:a:apereo:sakai:* 

CVE Program; NVD; Sakai/Apereo 

security notices 

Source: Supplementary File S1, Search_Strategy sheet. Full URLs and record-level sources are retained in the 

workbook. 
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Figure 1 

Locked-corpus audit and sensitivity-analysis workflow 

 

Source: Generated from the locked-corpus workflow documented in Supplementary File S1. 

 

Table 3 

Auditable locked-corpus workflow and sensitivity corpus 

Stage Count Operational interpretation 

Curated post-search corpus received 236 Earliest count verifiable from retained files 

Duplicate check within locked file 0 removed All CVE IDs unique 

Additional scope exclusions after lock 0 removed 
No further off-target or out-of-scope records 

identified 

Pre-lock exclusions 
Not 

reconstructable 

Raw candidate-search and exclusion log was 

not retained; no zero-exclusion claim is made 

NVD publication-date verified 211 
Returned by NVD CVE API 2.0 at the recorded 

retrieval time 

NVD API non-returned 25 
Retained with manual-verification flags; 24 

Moodle and 1 Chamilo 

Primary analysis 236 Full locked corpus 

Sensitivity analysis 211 API-verified subset 

Source: Supplementary File S1, Curation_Workflow sheet 
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3.4. Coding Rules and Validity Controls 

Each CVE was coded by platform, NVD Published Date year, CVSS severity category, 

OWASP Top 10:2021 category, and mechanism family. NVD Published Date was used when 

returned by the API. For 25 non-returned records, the previously curated year was retained 

with a manual-verification flag. The 2026 total is partial-year-to-date at the dataset lock. 

Severity used the available numeric CVSS base score. Critical covered 9.0-10.0, High 

7.0-8.9, Medium 4.0-6.9, and Low positive scores from 0.1-3.9. Six records with a numeric 

score of 0.0 were moved to a separate Zero score/unrated category rather than being 

automatically interpreted as Low. Records without a usable numeric score were coded Not 

Classified and treated as missing information. The locked file retained 148 numeric scores and 

88 unscored records, but it did not preserve an identifiable CVSS metric version/vector for any 

record with a numeric CVSS score. A version-normalized comparison was therefore not 

possible and is not claimed. 

OWASP categories followed the OWASP Top 10:2021 framework and CWE-to-

category guidance where usable CWE data were present. XSS was assigned to A03 Injection. 

When the CWE and narrative were ambiguous, the category most directly supported by the 

described enabling mechanism was selected and documented; records without a defensible 

mapping were coded Unmapped. Multi-mechanism CVEs received one primary OWASP 

category based on the mechanism that directly enabled the principal reported impact, while 

secondary mechanisms were retained in the mechanism and rationale fields. This rule 

prevented double-counting one CVE across category totals. 

 

Table 4 

Revised coding rules for severity and ambiguous OWASP mappings 

Variable Code/rule Operational definition 

CVSS severity Critical / High / Medium 9.0-10.0 / 7.0-8.9 / 4.0-6.9 

CVSS severity Low Positive score from 0.1 to 3.9 

CVSS severity Zero score / unrated Numeric score of 0.0; reported separately and not 

automatically treated as low risk 

CVSS severity Not Classified No usable numeric score at dataset lock 

OWASP Ambiguous record Use CWE and narrative; select only a defensible 

primary category or code Unmapped 

OWASP Multi-mechanism CVE Assign one primary category by enabling mechanism; 

preserve secondary mechanisms in record-level fields 

Source: Supplementary File S1, Coding_Rubric and OWASP_Mapping_Notes sheets 
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Written rubric supported a blind independent recoding of 24 records (10.2% of the 236-

record corpus) by an IT faculty member who was not involved in the primary classification. 

The coder worksheet displayed the source-based description, locked CVSS score, CVSS 

source note, CWE evidence, source URLs, and coding rubric, but did not display the primary 

severity or OWASP codes. The sample contained 12 Moodle, 10 Chamilo, one Open edX, and 

one Sakai record. Reliability was calculated from the initial pre-consensus classifications. 

Severity agreement was 24/24 (100.0%), with Cohen's kappa = 1.000. OWASP-category 

agreement was 22/24 (91.7%), with Cohen's kappa = 0.814. The two OWASP disagreements 

involved CVE-2023-30943 and CVE-2025-26532. No post-coding adjudication was 

documented, and the master-dataset codes were not changed after the reliability calculation. 

Record-level comparisons and formulas are provided in Supplementary File S1, Agreement 

and Reliability_Analysis sheets. 

 

3.5. Data Analysis 

The primary analysis described platform counts and shares, annual distribution based 

on NVD Published Date year, revised severity profiles, High/Critical proportions using total-

record denominators and numeric-score denominators that include zero-score records, 

OWASP category distribution, and recurring mechanism families. Percentages for Canvas 

LMS and Sakai were treated as unstable descriptive values because their denominators were 

four and three records, respectively. 

A sensitivity analysis repeated key comparisons after excluding the 25 records not 

returned by the NVD API. The 211-record verified corpus was compared with the full corpus 

on platform counts, High/Critical counts, High/Critical proportions among records with a 

numeric CVSS score (including zero-score records), and A01/A03 totals. This analysis 

assesses robustness to NVD date-verification status; it does not solve disclosure bias or missing 

CVSS-version metadata. 

 

3.6. Research Ethics 

Formal human-subject ethics approval was not applicable to this design because the 

study used public, non-personal vulnerability records and did not involve human participants, 

private records, live systems, active scanning, or exploitation. No exploit code or operational 
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attack instructions are reported. Source records remain traceable to public advisories, and the 

supplementary peer-review file was anonymized to preserve double-blind review. 

 

4. Findings 

4.1. Distribution Across Platforms 

The full corpus contained 236 unique CVE records. Moodle accounted for 116 (49.2%) 

and Chamilo for 100 (42.4%), together representing 91.5% of the corpus. Open edX had 13 

records, Canvas LMS four, and Sakai three. These are disclosure counts, not vulnerability-

density rates. 

 

Table 5 

Distribution of CVE records across the five LMS platforms (n = 236). 

Platform CVE records Share of corpus 

Moodle 116 49.2% 

Chamilo 100 42.4% 

Open edX 13 5.5% 

Canvas LMS 4 1.7% 

Sakai 3 1.3% 

Total 236 100.0% 

Source: Revised Supplementary File S1, Master_CVE_Dataset sheet 

 

The Canvas and Sakai counts are too small for stable platform-level percentage 

comparisons. Their records are retained to preserve cross-platform coverage and to identify 

mechanisms that may still be operationally important, but no claim is made that their observed 

percentages represent the underlying platforms. 

 

4.2. Temporal Distribution 

Annual counts based on NVD Published Date year were lower from 2018 to 2022, rose 

in 2023, and remained visible in 2024 and 2025. Thirty-eight records had a 2026 NVD 

Published Date year, concentrated in Chamilo (28) and Moodle (10). Because the dataset was 
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locked on 3 June, the 2026 value is incomplete and cannot be compared directly with full 

calendar years. One Moodle record had an unspecified year. 

 

Table 6 

Annual CVE records by platform using NVD Published Date year (n = 236) 

Year Moodle Chamilo Canvas Open edX Sakai Total 

2018 3 4 0 0 0 7 

2019 4 3 0 1 1 9 

2020 3 0 2 4 0 9 

2021 5 14 1 1 0 21 

2022 5 9 0 1 0 15 

2023 20 34 1 0 0 55 

2024 27 8 0 4 1 40 

2025 38 0 0 2 1 41 

2026* 10 28 0 0 0 38 

Unspecified 1 0 0 0 0 1 

Total 116 100 4 13 3 236 

*Partial-year-to-date at 3 June 2026 

Source: Revised Supplementary File S1, Annual_NVD_Date sheet 

 

Figure 2 

Annual CVE disclosures by platform using NVD Published Date year 

 

Source: Generated from the locked revised dataset provided as Supplementary File S1 
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4.3. Revised CVSS Severity Profile 

The revised classification contained 20 Critical, 47 High, 72 Medium, three Low, six 

Zero score / unrated, and 88 Not Classified records. Chamilo had the largest absolute number 

of High and Critical records. Moodle's total-record High/Critical proportion was 12.1%, but 

this value was strongly affected by 83 unscored records. Among the 33 Moodle records with a 

numeric CVSS score, 14 were High or Critical (42.4%). 

 

Table 7 

Revised CVSS severity profile by platform (n = 236). H+C% uses total platform records. 

Platform Crit. High Med. Low Zero Not class. Total H+C% 

Moodle 2 12 19 0 0 83 116 12.1% 

Chamilo 17 28 42 3 6 4 100 45.0% 

Canvas LMS 0 1 2 0 0 1 4 25.0% 

Open edX 1 5 7 0 0 0 13 46.2% 

Sakai 0 1 2 0 0 0 3 33.3% 

Total 20 47 72 3 6 88 236 28.4% 

Zero = numeric score 0.0 reported separately. Not class. = no usable numeric score. Canvas and Sakai percentages 

have very small denominators. 

Source: Revised Supplementary File S1, Revised_Severity_Summary sheet 

 

 

Figure 3 

Revised CVSS severity profile by platform 

 

Source: Generated from the locked revised dataset provided as Supplementary File S1 
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4.4. NVD-Verified Sensitivity Analysis 

The 211-record sensitivity corpus produced nearly the same severity pattern among 

records with a numeric CVSS score as the full corpus. High/Critical records decreased from 

67 to 66, and the High/Critical proportion among numeric-score records, including zero-score 

records, changed from 45.3% (67/148) to 44.9% (66/147). A03 remained the largest OWASP 

category and A01 remained second. Differences were concentrated in Moodle because 24 of 

the 25 NVD API non-returned records were Moodle records. 

 

Table 8 

Sensitivity comparison between the full corpus and NVD API-verified records 

Measure Full corpus Verified corpus Interpretation 

Records 236 211 25 non-returned records excluded 

High + Critical 67 66 Absolute difference of one record 

Records with numeric CVSS 

scores (zero scores included) 
148 147 

One excluded record had a numeric 

CVSS score 

H+C among numeric-score 

records (zero scores included) 
45.3% (67/148) 44.9% (66/147) 

Substantively stable under the same 

denominator definition 

A03 Injection 128 119 Largest category in both corpora 

A01 Broken Access Control 74 62 
Second-largest category in both 

corpora 

Moodle records 116 92 Accounts for 24 of the 25 exclusions 

Chamilo records 100 99 Accounts for one exclusion 

Source: Revised Supplementary File S1, Sensitivity_Analysis sheet. 

 

4.5. CVSS Metadata Completeness 

A comparable-version severity analysis could not be performed from the locked 

dataset. Although 148 records had numeric base scores, all 148 had an unspecified CVSS 

metric version/vector field in the retained file; 88 records had no usable score. Consequently, 

the severity bands describe triage categories based on available numbers and should not be 

interpreted as a normalized comparison of CVSS v2.0, v3.x, or v4.0 scores. 
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Table 9 

CVSS metadata completeness in the locked corpus 

Metadata condition Records Analytical consequence 

Usable numeric base score 148 
Included in the numeric-score denominator; 

zero-score records are included 

No usable numeric base score 88 Coded Not Classified 

Identifiable CVSS version/vector preserved 0 No version-normalized analysis possible 

Numeric score but version unspecified 148 
Severity bands used only as descriptive triage 

indicators 

Source: Revised Supplementary File S1, CVSS_Version_Limitations sheet 

 

4.6. OWASP Categories and Mechanism Families 

A03 Injection covered 128 records (54.2%), followed by A01 Broken Access Control 

with 74 (31.4%). A07 Identification and Authentication Failures accounted for 11; A08 

Software and Data Integrity Failures and A10 Server-Side Request Forgery had five each; and 

13 were Unmapped. A03 was especially visible in Chamilo, whereas A01 was the largest 

Moodle category. 

 

Table 10 

OWASP Top 10:2021 categories by platform (n = 236) 

Category Moodle Chamilo Canvas Open edX Sakai Total 

A01 Broken Access Control 53 15 1 4 1 74 

A03 Injection 43 75 1 8 1 128 

A07 Identification and Authentication 

Failures 
10 1 0 0 0 11 

A08 Software and Data Integrity Failures 0 4 0 0 1 5 

A10 Server-Side Request Forgery 1 2 2 0 0 5 

Unmapped 9 3 0 1 0 13 

Total 116 100 4 13 3 236 

Source: Revised Supplementary File S1, Master_CVE_Dataset sheet 
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Figure 4 

Overall OWASP Top 10:2021 category distribution 

 

Source: Generated from the locked revised dataset provided as Supplementary File S1 

 

At the mechanism level, XSS represented 73 records (30.9%), authorization 

bypass/IDOR 48 (20.3%), and RCE or unsafe upload leading to execution 36 (15.3%). Lower-

frequency mechanisms included SQL injection, SSRF, insecure deserialization, 

command/code injection, and XXE. Canvas had only four records, but two involved SSRF, 

illustrating why a small count should not be equated with negligible impact. 

 

5. Discussion 

5.1. Scientific Contribution and Relationship to Previous Research 

The study's principal scientific contribution is a disclosure-aware cross-platform 

synthesis rather than a claim that combining established frameworks is itself novel. Earlier 

work has demonstrated LMS authentication weaknesses, local web vulnerabilities, and 

comparative public vulnerability patterns (Akacha & Awad, 2023; Banes et al., 2023; Mora 

Secaira et al., 2023; Nuhi et al., 2025). The present analysis extends that literature by applying 

one record-level coding structure to five projects, updating the window to June 2026, 

separating missing and zero severity information, and testing the main conclusions against the 

NVD-verified subset. This makes the contribution methodological and interpretive: it shows 
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how to use public vulnerability records as governance evidence while exposing the conditions 

that can distort comparison. 

The sensitivity analysis is consistent with the robustness of the numeric-score 

comparison. Excluding 25 non-returned records changed the High/Critical proportion among 

records with a numeric CVSS score, including zero-score records, by less than one percentage 

point and did not change the ordering of the two dominant OWASP categories. Thus, the 

conclusions about severity among numeric-score records and the importance of A03/A01 are 

not artifacts of retaining the non-returned records. However, the reduction from 116 to 92 

Moodle records confirms that platform shares remain sensitive to database-return and 

enrichment patterns. Robustness in category dominance does not convert raw platform totals 

into normalized security rankings. 

 

5.2. Disclosure Asymmetry and Temporal Interpretation 

Moodle and Chamilo dominated the corpus, but several explanations remain plausible: 

larger self-hosted footprints, more visible advisory channels, stronger research attention, 

coordinated disclosure practices, or genuine differences in the number of weaknesses 

discovered. Public CVE volume therefore has at least two meanings, exposure signal and 

transparency signal. The finding is useful for monitoring because it identifies where public 

advisories are concentrated, but it cannot establish a denominator such as installed instances, 

code size, supported versions, or researcher effort. 

The post-2022 rise should be interpreted similarly. It may reflect increased discovery 

or exposure, but it may also reflect publication timing, CNA workflow, delayed NVD 

enrichment, or grouped advisory releases. The concentration of the partial 2026 records in two 

platforms reinforces this caution. A stronger longitudinal study would need reporter, CNA, 

advisory, patch-release, and affected-version timelines before attributing the pattern to 

worsening code quality. 

 

5.3. Severity Completeness and the Meaning of Uncertainty 

The Moodle result illustrates why missing severity data can alter the risk narrative. Its 

High/Critical proportion was 12.1% when all 116 records were used but 42.4% among its 33 

records with a numeric CVSS score. Treating 83 Not Classified records as if they were low 

risk would suppress the apparent severity. For institutional teams, an unscored CVE should 
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trigger local assessment rather than automatic de-prioritization: affected versions, internet 

exposure, exploit preconditions, known exploitation, business criticality, and compensating 

controls may be more informative than an absent score. 

Separating the six zero-score records also improves interpretive discipline. A numeric 

zero can reflect unusual scoring or record status and does not necessarily provide the same 

evidence as a positive Low score. The revised table prevents those records from being used as 

proof of low impact. At the same time, the lack of preserved CVSS versions limits cross-record 

comparability. Prior research shows that CVSS versions and scoring judgments can produce 

inconsistent severity readings (Balsam et al., 2024; Wunder et al., 2024). The audit therefore 

uses CVSS as a triage aid, not an objective product-quality measure. 

 

5.4. Why A03 Injection and A01 Broken Access Control Matter for LMS Operations 

The dominance of A03 is consistent with the functional design of LMS platforms. They 

accept rich text, files, questions, messages, imports, embedded media, and externally sourced 

content. These features increase opportunities for unsafe rendering, inadequate validation, 

injection chains, and execution through uploaded or restored content. The practical implication 

is broader than filtering one form field. Institutions need layered content-ingestion controls, 

supported versions, secure defaults, file-type and MIME validation, safer rendering, content 

security policy where feasible, attachment scanning, and rapid review of components that 

process imported content. 

A01 reflects the equally complex authorization environment of higher education. LMS 

platforms distinguish administrators, course creators, instructors, teaching assistants, graders, 

students, guests, external tools, and delegated support personnel. Permission boundaries may 

change through course copying, enrollment automation, delegated administration, role 

overrides, and integrations. Regular role and permission review is therefore necessary even 

when the core platform is patched. The high Moodle A01 count is not treated as a Moodle-

only design conclusion; it is evidence that authorization deserves sustained governance 

attention across deployments. 

Small-platform findings require a different level of inference. Two of four Canvas 

records involved SSRF, but the denominator is too small to estimate a stable platform 

tendency. The proper conclusion is that institutions using Canvas should not ignore SSRF-

related controls merely because the total public record count is small. The same caution applies 
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to Sakai. Mechanism-level relevance can be operationally meaningful even when platform 

percentages are statistically fragile. 

 

5.5. Evidence-Linked Governance Implications 

Table 11 links each recommendation to an empirical result and an authoritative control 

source. This structure avoids generic recommendations by showing why each action follows 

from the audit. 

 

Table 11 

Governance actions linked to empirical findings and security standards 

Empirical finding Governance action 
Operational evidence or 

standard 

67 High/Critical records; 45.3% 

of records with a numeric CVSS 

score (zero scores included) 

Define emergency, expedited, and 

routine remediation targets; verify 

installation and compensating controls 

NIST SP 800-40 Rev. 4 

(Souppaya & Scarfone, 2022); 

NIST CSF 2.0 (NIST, 2024) 

88 Not Classified records and no 

preserved CVSS versions 

Require local triage for unscored 

CVEs and retain complete 

metric/vector metadata in the 

vulnerability register 

NIST CSF 2.0 risk assessment 

and continuous monitoring 

(NIST, 2024) 

A03 Injection = 54.2%; XSS 

and RCE/upload mechanisms 

prominent 

Harden content ingestion, rendering, 

file validation, upload/restore 

processes, and application security 

testing 

OWASP Top 10:2021 (Open 

Web Application Security 

Project, 2021); NIST SSDF 

1.1 (Scarfone et al., 2022) 

A01 Broken Access Control = 

31.4% 

Review role definitions, overrides, 

delegated administration, enrollment 

rules, APIs, and external-tool 

permissions 

OWASP Top 10:2021 (Open 

Web Application Security 

Project, 2021); ISO/IEC 

27001:2022 and ISO/IEC 

27002:2022 (International 

Organization for 

Standardization, 2022a, 

2022b) 
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Empirical finding Governance action 
Operational evidence or 

standard 

Disclosure concentrated in 

Moodle and Chamilo; unequal 

public visibility 

Monitor vendor/community advisories 

and require transparent vulnerability 

and incident communication in 

procurement 

NIST SSDF supplier 

communication (Scarfone et 

al., 2022); institutional 

supplier governance 

Plugin ecosystems create 

deployment-specific exposure 

Maintain a versioned inventory of 

plugins/themes/integrations; remove 

unsupported extensions and monitor 

their advisories 

Moodle vulnerability-scanning 

guidance (Moodle, 2026); 

NIST CSF 2.0 asset 

management (NIST, 2024) 

Canvas and Sakai have very 

small denominators 

Use record-level mechanism review 

rather than platform percentage 

ranking 

Study limitation and risk-

based local assessment 

25 NVD API non-returned 

records 

Cross-check NVD, CVE Program, and 

vendor sources; flag unresolved 

metadata rather than silently filling it 

Revised supplementary 

verification workflow 

Source: Empirical results from this study; standards and guidance cited in the References. 

 

In practice, institutions should maintain an LMS asset register that includes core 

version, hosting model, plugins, themes, integrations, authentication mechanisms, exposed 

endpoints, service owner, patch status, and supplier contacts. Critical and High advisories 

should be reviewed against local exposure rather than applied mechanically. Procurement and 

hosted-service agreements should require timely vulnerability disclosure, patch notification, 

incident communication, advisory transparency, and defined service-level commitments. NIST 

patch-management guidance frames patching as enterprise preventive maintenance, while the 

SSDF provides a shared vocabulary for communicating secure-development and supplier 

expectations (Scarfone et al., 2022; Souppaya & Scarfone, 2022). 

 

5.6. Limitations 

First, the corpus includes only public CVE records and excludes privately discovered 

or privately remediated issues. Second, disclosure practices differ across self-hosted, 

community, and SaaS-oriented products, so raw counts cannot normalize platform security. 

Third, the pre-lock candidate-search and exclusion log was not retained; the workflow is 
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auditable from the locked 236-record file onward but cannot reconstruct earlier attrition. 

Fourth, 25 records were not returned by the NVD API at retrieval, although the sensitivity 

analysis indicates that the main severity and OWASP conclusions are stable. Fifth, exact CVSS 

versions and vectors were not preserved, preventing a version-normalized comparison. 

Sixth, public advisory text requires judgment. The independent reliability exercise was 

limited to 24 records and did not include a Canvas LMS record. Although severity agreement 

was perfect and OWASP agreement was strong, the two OWASP disagreements show that 

ambiguous source narratives can still affect category assignment. The reported coefficients are 

pre-consensus because no post-coding adjudication was documented. Seventh, plugin-only 

records were generally excluded even though plugins, themes, and integrations can dominate 

real deployment risk. Eighth, the design does not include exploitability, known-exploitation 

status, affected installation counts, patch latency, local configuration, or compensating 

controls. Ninth, the partial 2026 period and small Canvas/Sakai denominators limit temporal 

and percentage inference. The results are descriptive and non-causal. 

 

5.7. Future Research 

Future studies should preserve the full candidate-search log and use a reproducible 

screening protocol with explicit pre-lock exclusion reasons. Complete NVD CVSS metric 

objects should be re-fetched so that v3.x-only or version-specific sensitivity analyses can be 

conducted. Reliability testing should be extended to a larger prespecified stratified sample that 

includes every platform, followed by a documented adjudication procedure while retaining the 

pre-consensus coefficients. Reporter, CNA, advisory, patch-release, and affected-version dates 

should be integrated to distinguish genuine discovery trends from disclosure batches and 

enrichment delays. 

The platform scope should also expand to plugin and theme ecosystems, official 

connectors, and external learning tools. Public CVE audits could be combined with ethics-

approved controlled testing of representative deployments, software bills of materials, 

configuration reviews, patch-latency data, and institutional incident records. Comparative 

work on proprietary or hosted LMS products should use vendor trust portals, security bulletins, 

procurement evidence, and incident-notification commitments to reduce the asymmetry 

created by private remediation. Longitudinal monitoring is needed to determine whether the 

post-2022 pattern persists after full-year 2026 data become available. 
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6. Conclusion 

Scientifically, this study contributes a five-platform, 236-record synthesis that 

integrates public CVE traceability, available CVSS triage, OWASP weakness categories, and 

explicit disclosure-asymmetry interpretation. It confirms that A03 Injection and A01 Broken 

Access Control dominate the disclosed corpus, while avoiding the unsupported conclusion that 

platforms with more records are inherently less secure. 

Methodologically, the revision illustrates the importance of separating unscored and 

zero-score records, reporting CVSS-version incompleteness, and testing findings against a 

verified-record sensitivity corpus. The near-identical High/Critical proportions among records 

with a numeric CVSS score, including zero-score records, in the full and verified corpora 

support the stability of the main severity conclusion, but the concentration of non-returned 

records in Moodle confirms that platform totals remain disclosure dependent. The blinded 24-

record second-coder exercise adds chance-corrected evidence of coding reproducibility, with 

Cohen's kappa values of 1.000 for severity and 0.814 for OWASP categories. 

Practically, higher education decision-makers can use the findings to prioritize patch 

governance, role and permission review, content-ingestion controls, plugin lifecycle 

management, complete vulnerability metadata, and supplier transparency. The audit is best 

used as an operational monitoring framework and procurement input, not as a product 

scorecard. Larger all-platform reliability samples, complete CVSS-vector enrichment, plugin 

analysis, and deployment-level evidence are necessary to strengthen comparative inference. 
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